PODATKOVNI CENTAR

DUBRAVKO MILJKOVIC




RASPOLOZIVOST |
~ DOWNTIME

e Razinal
e Standardni posluzitelj

e Razina 2
e RAID diskovi

e Razina 3
e Failover cluster

e Razina 4
e Skalabilni cluster

Availability Annual downtime

99% 87.6 hours
e Razina 5 99.9% 8.76 hours
e Distribuirani cluster 99.99% 52.5 minutes

99.999% 5.25 minutes




CLUSTER COMPUTING
(RACUNALNI GROZDOVI)

The Oracle RAC Architecture

Typical hardware architecture
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KOMPONENTE PODATKOVNOG CENTRA

e Osnovni sustavi

podatkovnog centra:
e Fizicki prostor
» Podignuti pod

e Unutarnje elektricne
instalacije

Neprekidno napajanje
Kabliranje
Hladenje

e Sustav za detekciju i
gasenje pozara



 PODATKOVNI CENTAR K

DIZAJNIRANJA o

e Jedanili vise prostora’ g
atkovni centar ]e jednos

e Jedan veliki pot
- vise malih

~» Jedan podatkovni centar stavlja sva jaja u ]E
~* Hot- hot site

 Hot — Cold




PODATKOVNI CENTAR NA DVUE LOKACLE

Kod izbora druge lokacije voditi racuna o tektonskim plocama i
vanjskoj mrezi za napajanje elektricnom energijom



SIGURN

Proxy kartica

CllD) Suprema




' SIGURNOST PROSTORA

Govorne poruke putem telefons




ideo kamere i pripadna mrezna oprema
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VATRODOJAVNI SUSTAV

Detektori pozara i upravljacka stanica
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VATRODOJAVNI SUSTAV

Detektor dima i mlaznica za gasenje
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VATRODOJAVNI SUSTAV

Akusticki i svjetlosni alarm




VATRODOJAVNI SUSTAV

Upravljacka stanica




VATRODOJAVNI SUSTAV

Upravljacka stanica




EKOLOSKI PLIN ZA GASENJE

Plin za gasenje u bocama - FM 200
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VATRODOJAVNI SUSTAV

Tipicni sustav za detekciju, dojavu i gaSenje

Typical Clean Agent System Layout

Electric
Valve
Actuator

Smoke Detector —hh_ = —— i Culinder Valve
Discharge Nozzle e P M

Manual Release
& Abort

Cylinder Bracket

Agent Storage Cylinder




VATRODOJAVNI SUSTAV

Tipicni sustav za gasSenje

...-f"’"" Discharge Nozzles

Discharge Piping

Enclosure
Pressure

Venting

Fire Detectors

“"‘"-a.
Notification Appliances

#+—— Control Panel

Agent Storage

Containers Equipment Shutdown

HVAC Shutdown

Building Fire Alarm - Alarm / Trouble | Supervisory
Dedicated 120VAC Power/ Ground | Fused Disconnect




VATRODOJAVNI SUSTAV

* Praznjenje FM-200® kratkotrajno
smanjuje vidljivost u prostoriji
(mogucnost dizorijenatcije)

e |zrazito velika (zaglusna) buka tijekom
praznjenja sustava (110 — 130 dB)

* Prilikom praznjenja treba izbjegnuti

dodir sa kozom (mogucnost smrzotina)




e Sustav za gasenje proizvodi
veliku buku (110 - 130 dB) Vacuum filed HDDs

gl [ Pt S e e R
Mimrers RradPrie sered o =I5 B

koja ¢e barem uzrokovati .
kratkotrajnu degradaciju g /"\_
performansi nekih HDD-ova ;J,

* U najgorem slucaju moze do¢i :*

do kvara HDD-a e R
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Melissa A. Loureiro, A. Elder and A. Ahmadzadegan Johnson Controls
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Kvarovi zbog vibracija

Uzroci:
Protupozarni alarm

Sustavi za gasenje poZara plinom

Pojedine frekvencije zvuka
narocCito utjeCu na rad HDD-a

Visoke amplitude zvuka utjecu
na rad HDD-a

Osjetljivost ovisi o konstrukciji
HDD-a

Gasenje servera prije praznjenja

plina za gasenje

17.10.2019.

Prevencija

PoboljSana konstrukcija HDD-a
Gasenje diskova
Smanjenje buke na izvoru

Pozicija mlaznica za gasenje u
odnosu na pozicije HDD-ova

Umoraba alata za matematicko
modeliranje pri odredivanju
nacina za smanjivanje utjecaja
buke na HDD (pozicije diskova)

Akusticka izolacija HDD-ova
Uporaba robusnih HDD-ova

Uporaba solid-state data (SSD)
uredaja za pohranu

HROUG 2019
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VIRUSNA ZASTITA

Zastita na razini fizickih i virtualnih posluzitelja
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FIREWALL

F5 BIG-IP
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VATROOTPORNO PODATKOVNO
SPREMISTE (FIREPROOF DATA STORE)
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KONTROLA LETA ZAGREB
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* Kriticna zarad p
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(Thermal map alorg height of the room)
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gu¢ je rad oko pola

Potreban redundantni dizajn

(npr. dvaili vise

Termalno mode
pot

uredaja)

e za predvidanje
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Vendor
ASHRAE!"!
Enviromon!®!
Avtechl !
Ciscol®l
Google!”!

Delll "]

HPLT

1B ]
ServersCheck!*!

Oraclel ']

of vendor datacenter temperature

recommendations

Low (C°/F®)

18/64.4

18/64.4

20/68

18/64.4
24+/Upper 70 F*°
18/64 .4

18/64.4

18/64

21170

High (C°/F°)  Optimal
27/80.6 -
27/80.6 -

24/75

27/80.6 -

- 26.7/80
26+/Lower 80 F°

27/80.6

27/80.6

27780

23/74

hese environmental envelopes pertain
to air entering the IT equipment

Conditions at SEA LEVEL
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' DOPRINOSTI TERMALNO

* Ukupan toplinski izlaz je suma o P
toplinskih izlaza svih komponenti % N

e IT oprema Lighting_
* UPS

e Rasvjeta
e Distribucija energije

~* Osoblje

\_ITLoads
1% |




A A A A A :
] [ 0 C . "
L]
IT Equipment Total IT load power in Watts Same as total IT load power
in watts Watts
UPS with Battery Power system rated power in (0.04 x Power system rating)
Watts +(0.05 x Total IT load power) Watts
Power Distribution | Power system rated power in (0.01 x Power system rating)
Watts +(0.02 x Total IT load power) Watts
Lighting Floor area in square feet, or 2.0 x floor area (sq ft), or
Floor area in square meters 21.53 x floor area (sq m) Watts
People Max # of personnel in data center | 100 x Max # of personnel
Watts
Total Subtotals from above Sum of heat output subtotals
Watts




KLIMATIZACIJA THERMA

CFD — Computati
Digitalni klon po

......




TERMOVIZIJSKA FLIR KAMERA

Infracrveno termic¢ko mapiranje je odli¢an alat za upravljanjem topline
unutar podatkovnog centra /detekcija vrucih tocaka — hot spots)

-

FLIR Systems Azbil

19.7 °C

17.10.2019. HROUG 2019 36




CIJA PODA

sustav




KLIMATIZACIJA PODATKOVNOG CENTRA

Chiller CRAC/CRAH Unit




ACIJA PODAT




CIJA PODAT

B = eI




Cold ;> Mixed Ezb Hot I







(HOT AISLE - COLD AISLE) Il
ZadrZavanje protoka zraka (Air F




e;nje na podu bez

T TE X,

za hladenje uz

P

erfo

racije







REDUNDANCLA KLIMATIZACIJE

= e Elektricna redundancija (redundantno
Redundancija na razini opreme za napajiiie)

hladenje napajanje uz pomoc agregata

Auto thange
Condenser mi: Switchboard over
¥ I 4

r Chiller

mergency

diesel generator
Centralized

chilled water plant

Precision Air Transformer
Conditioning Units

Chiller

Utility Switchboard Auto
change over

power supply

A. Bhatia




Vaznost nadzora vlaznosti zraka
Ne koristiti otvorene vanj




e T e e e ey

AT 'nut- ! r_i"‘gft E _jm&ﬁ = ﬁmﬁ-&ﬂ e P

Agregat treba biti spo
energijom uz IT opremzi
klimatizaciju




NAPAJANJE ELEKTRICNOM ENERGIJOM




NAPAJANJE ELEKTRICNOM ENERGIJOM

Server
consumption
44%

__ Hlectric power PSU 10%

load 60%
Almaost

§oN 100% of
UPS 5% total energy

W is wasted

as heat

Electric power

Power distribution 1%
100% ' :

40%

25% heat transfer
Cooling |7

Coaling losses
15%




(PRE)DIMENZIONIRANJE NAPAJANJA

Kapitalni troskovi za napajanje i hladenje iznose oko 5 USD /| W

% Capacity

ROOM CAPACITY

o
[ ==
F S

&=

o

=
i

INSTALLED CAPACITY _
. EXPECTED LOAD

-
-
-

_Waste due to oversizing

ACTUAL LOAD

Years from commissioning

10

20

a0 40 50 60 70
Fraction of capacity actually utilized

80

20




KVALITETA NAPAJANJA (POWER QUALITY)

Voltags Swaell

Lightnings ar heavy load switching an power ling may
cause momentary swell on vollage.

AR
/i ﬂu

AN annn
VY

Voitage Dip

Generaling molyients on motor load may cause an
inmush current and cause dips on voltage.

il

Veltags interruption

Momentary or long interruption 1o power distribution by
lightriing or open breaksrs

ﬁﬂﬂﬂf___ﬁggy%

Transient overvollage
(impulse]

Lightring or heavy lead switching on power line may
cause momentary change on voltage.

AN

Inrugh current

Generating moments on motor Ipad may cause an
inrush current

—Wﬁ‘fmwﬂ thiins

Occurred timeand
wavelorm s recorded
Digital output is set on
duiring the occurrad
period

Flicker

Iricreasa and decrease on cartgin phases could cause
flickering distortion on voltage and currants.

WY

Pst {1 min), PstorPltis
measuredd

Harmonics

Inverter and Thyristor circuits (phase control cirtuits)
which are used for the control circuit of ganeral devices
colld affect currents and cause harmonic distortion

A

Up to 50" harmonic
contents are measured

Uribalance rate

Heavy loading on a specific phase, could influshice
motor oparation and could cause hammonic distortion.

Voltage and Current
unbalance rate
measured an veclor
scresn for 3 phase

YOKOGAWA




POWER DISTRIBUTION




UPS - UNINTERRUPTIBLE POWER SUPPLY
(NEPREKIDNO NAPAJANJE)




UPS - UNINTERRUPTIBLE POWER SUPPLY
(NEPREKIDNO NAPAJANJE)

Pri normalnom radu UPS puni akumulatore i kondicionira vanjsko napajanje WinPower
Kod prekida vanjskog napajanja UPS koristi energiju pohranjenu u-akumulatorima
Premostava period do pokretanja diesel generatora (agregata)




UPS - WATI VS. VA

maximum kVA (kilo volt-amper) rating
e kW rating < kVA rating

* PF - Power Factor (Faktor snage)
Konstruirani za PF 0,9 (veéina UPS-ova)

e UPS ne smije biti derated za

standardizirana ne-linearna opterecenja
s vrSnim faktorom (crest factor) manjim

od tri(3:1)

e cold inrush current
e 6—8 x nominal current

E. Csanyi

17.10.2019. HROUG 2019 56




e UPS - BATERLE

e Radna temperatura za olovne _ =
akumulatore: 20-25 °C

e Svako povecanje temperature za
acuje vijek trajanja
pola:
godine na 25 °C
e 2godinena 33°C

aterije ne treba pohranjivati na




dzor ulaznO"' "

ysnage 1 stanje 2157 [ (/| AZNI NAPONI

—
| IZLAZNE SNAGE
p—

UPS OFF Vrijeme autonomije IZLAZ  PREMOSTENIE
Baterija ON

61 min
Premoltenie OFF o1

Kapacitet baterije nizak =

UPS preotereéenie m

Temperatura_bater je previsoka

|
5 . -
80(y k CIt - UPs upcrmreme :Ei

UPS blokada

Trofazni ups
T ks HROUG 2019




* Crne uti¢nice

. p@dfiane s UPS

j nié

HROUG 2019




A breakdown of power consumption
of HVAC of a data center

Towers
4%

U.S. Department of Energy




ENERGETSKA UCINKOVITOST
PODATKOVNOG CENTRA

Typical Data Center Energy Use

Power Conversions
S, & Distribution

\ 35 Units Cooling

® Equipment Server

Load

/{Computing
Operations
. o

33 Units
Delivered

Energy Efficiency Improvement

Opportunities

'J;nF_ = Load management
ﬁi:ﬂ- #{%\ = Server innavation
-/l o N

Power
Conversion &
Disl_ribution

Server Load/
Computing
Operations

B!

« High voltage distribution

« Use of DC power

= Highly efficient UPS systems

« Efficient redundancy strategies

« Better air management
+ Move to liquid cooling

+ Optimized chilled-water plants
« Use of free cooling

Cooling
Equipment

|
|
|
|
1
1
1
1

= On-site generation
« CHP applications

« Wasle heal for cooling

* Use of renewable energy
* Fuel cells




ENERGETSKA UCINKOVITOST
PODATKOVNOG CENTRA

 Power Usage Effectiveness (PUE) e |dealno PUE =1
* DCE (Data Center Efficiency) e U stvarnosti PUE > 1 (1.2 je jako dobro)
* DCIiE (Data Center Infrastructure

Efficiency)

‘ . Total Power into Data Center
PUE =—7¢7 79—

Lossesin ™
power system |

IT Equipment Power

DCIE IT Equipment Power
[f = ————
Total Power into Data Center

Lights

.: lfSUE‘PQ? Security )

nfrastructure Generator s
Switchgear [P

D. Cole




og centera od

gratolra | ostale

HROUG 2019
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e Cijena zastitnih uredaja je mali d|o
cijene ugradene racunalne opreme

e Naponske linije
e Signalne linije (mreza)

i i ACLINE 2
F Na UIaZU u pOdatkovni Centar When the surge protecﬂncircuitclamps,there
: is a huge current flowing from the source to the

[ ) N a u Ia yASR U | O rm a re ( IO ka I n O) surge protectionand return tothe source

ElectronicsBeliever

HALH- K



DATKOVNI CENT

PRENAPONA (NAPONSKIH VRHOVA)




e L G e

17.16.2019. HROUG 2019
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Fig. 6: Number of domage cases caused by lightning strikes and surge voltaj

" MUNUJE - STETE | STRUJNE £

Insurance payments in euros

500,000

300,000

2007

Lightning protection class

Lightning current amplitude

s and cost of nsurance payments th corresponding minimum and maximum vakues of lightning current amplitude
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Typical Commercial
Lightning Protection System

HROUG 2019




- MUNJE - PLANIRANJE POZICJA
~ GROMOBRANA

Lightnlfig Pretection Air Terminal Concepts

= R (not technology)
Zone of Protection’
?
? 1’5:} Radius

| K 7 Striking Distance
- - __/ (100’ for flammable
: M T & liquids)

R

No supporting foundation in physics*

Times{Protect” *According to NFPA-TE0 9/99 study




MUNJE- PLANIRANJE POZICIJA
GROMOBRANA

Metoda kotrljajuce sfere Metoda fiksnog kuta
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S

* Senzori za sve uvjete:
* Temperatura
e Vlaga

-+ Indeks topline
(subjektivni osjecaj)

* ToCka rosSenja

Akt
temperatura

/ kabel

e Poplava

ZA NADZOI

Poplava / tocka

nalogni senzori

Mrezne kamere

e QOsvjeljenje




SUSTAV ZA NADZOR I UPOZORAVANJE

{L | 4% | RACK INLET TEMPERATURE AND HUMIDITY Pint 10 Prowore Comyrminons

. (M= Canirg WA W
Comosy SAver
=iy M ol e ol AT

Avet g PUE 1= Dade

Siarenl T evOaraiies

kg il T Praberds ®

Powes In Line

DIFFERENTIAL AIR PRESSURE

s e | COMTACT CLOSURE

6 < oy E 143 PUE
WATER/LEAK - & . 152 PUE




ERGONOMIJA U PODATKOVNOM CENTRU
BUKA

Vrijednosti izm uke

Position | Description, contributing sources in aisle
IT equipment 1 Servers. storage. cabinet cooling system
iwith cooling fans) Servers, storage. cabinet cooling system
Servers, storage. cabinet cooling system
Servers. storage. cabinet cooling system
Servers, storage. cabinet cooling system
Servers. cabinet cooling system
Servers. storage, cabinet cooling system
Servers, cabinet cooling system
Servers. cabinet cooling system
Servers. cabinet cooling system
Servers. cabinet cooling system
Servers, cabinet cooling system
Routers
Routers
Fire central (alarm and dischargers)
Console room
UPSs ' Archive
' Operators room
Entrance hall

| 12

Servers

Routers

WO GO | X O |

Air-condition

(HVAC) . NOI|SE sf— Swithes

2=

Storages

8]

Tape systems




~ ERGONOMIJA U PODATKOVNOM CENTRU
TEMPERATURA, VLAGA | STRUJANJE ZRAKA

e Temperatura 18 — 27 °C
 preporuceno 20—22 °C oo

Vlaga 40 % | tocka roSenja 5.5 C |
Cka roSenja 15 °C |

adekvatne odjece
prilikom duljeg boravka




ktura podatkovnog centra je okosnica p0u§idane i

obi¢no mnogo veéa od same ract preme i pr
ti jos u fazi planiranje izgradnje
| sustavi za klimatizaciju i napajanje

prevencija i detekcija poira Welo]
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